I. Introduction
Now days as we have seen that there is a rapid increase of computer system and internet. These systems and internets handle a large amount of data, demanding the need of secure authentication system. There are different authentication techniques available for securing these data. Every user which using the computer system has some sought of information to be securely stored which is not to be stolen, edited or viewed by somebody else [1] .
Earlier, we used to use a textual secret e.g. password for securing our data later, people thought of that the password could be estimated. Hence, they came up with the idea of smart cards, PIN passwords etc. Even though these cards could be stolen [2] . After these problems the textual password converted into the graphical passwords. Which were based on the techniques known as the recall and recognition base (combinable said knowledge based graphical passwords) [3] .
Humans do posses a lack of memory hence to produce a textual password after a long time of nonutilization of an account could lead to misery. But in recognition mechanism (used in the graphical password scenario) the system shows the users a set of graphical passwords out of which the user previously elected one provides a login. Thus, in this scenario we overcome the fact of memory loss. Graphical passwords also provide some kind of recall as well as recognition, which was also proving failure in authentication.
System developed, which prove to be a more secure method of access but at the same time there was problem in identifying the attributes of the legitimate user. E.g. suppose we have taken the example of To overcome these problems biometric fingerprint recognition if the user' s finger had a cut with a material then he or she will again register finger after healing because biometric system will not recognize it [4] .
Though the biometrics was already available with the user physical aspects it did also possess disadvantages based on several factors such as consistency, uniqueness, and acceptability.
In this paper we propose a mechanism of graphical passwords (recall and recognition) combinable with a virtual environment. However, this technique have been tried to bring such authentication [5] .
The proposed system depicts a virtual environment in pass-point graphical password scheme with some items placed randomly in it. The idea is taken by the game involve in a social networking site. The user' s password consists of a sequence of interactions with the items in the environment [6] . The actions performed by the users describe his/her physical and mental behaviors to the authentication system, then the system decide whether the user is genuine or not.
As the proposed system depends on the individual mental level of a user, hence, the system is safe, secure and easy to use. This paper consists related inventions and innovations and also, describes the proposed scheme in which we will discuss the guidelines of building the virtual environment and its applications.
II. Related Inventions and Innovations
In the security of passwords a new revolution is brought by Blonder by developing the graphical password schemes [7] . The graphical passwords consist of both recall and recognition methodologies e.g. [8] . According to the method proposed by them, system eliminates the predefined boundaries and will allow arbitrary images to be used. As a result, a user can click on any place on an image to create a password. A tolerance around each chosen pixel is calculated. In order to be authenticated, user must click with in the tolerance of their chosen pixels and also in the correct sequence as shown in the figure 1.
As in this technique any picture can be used and picture may contain many memorable points, so the possible password space is very large. Wiedenbeck, et al. conducted a user study Google (2007 This technique was firstly based on memorization of human [9] .), in which one group of participants were asked to use alphanumerical password, while the other group was asked to use the graphical password. The result showed that graphical password took fewer attempts for the user than alphanumerical passwords. However, graphical password users had more difficulties learning the password, and took more time to input their passwords than the alphanumerical users [10] .
The proposed system involves the efficient utilization of the mechanism used in pass-point method with small size and optimal solution by using a virtual image.
III. The Proposed System
The proposed system is developed to overcome some disadvantages of previous system. These disadvantages are as follows:  The system should be smaller in size so that the utilization of user can increase  The proposed system should be easy to use  The proposed system gives the higher size of password as compared to the previous system  Password provided by the system should be easy to recall  User should have the freedom of selecting their password [11] .
Keeping these points in mind we developed a system as follows.
As the proposed system is the combination of different authentication schemes. So it presents a simple virtual environment containing various items. In the proposed system a user can go through the virtual environment and changes the state of different items present in the image. On the other hand in the pass-point method a user can click the different points in the image but can not change the state of any object. For example in a virtual environment a user can switch the light on for login, move a chair from one end to another end to login etc. the combination and sequence of these actions can create the password of user. The main difference from pass-point and the proposed technique is that there is not only the clicking of object but here the object can move. Here are some more examples for virtual environment.  Opening and closing of window or door.  Using a virtual keyboard for text.  Biometric authentication in virtual environment  Virtually writing on a paper  Movement of any item.
If we are changing the state of any object in registration process then in the login phase user have to follow same sequence as he done in registration phase.
Password Procedure
In the proposed work there is freedom for user to select his password in virtual environment. But these actions should have some meaning, for example if a user simply clicks the roof and floor then it has no meaning because this action can be recorded by any intruder by random clicking on image. The virtual environment consists of many kinds of actions and the range of state change. For example, user' s password consists of actions of closing and opening of window, making a sequence of objects for making the password more complex. But this type of sequence must require the recall power of user. The above procedure is easy to perform and changeable but it may be difficult for some users to recall.
Designing the Virtual Environment
As discussed above that user can develop the virtual environment of his / her own choice or he can use the environment already exists. But there are some factors which should be considered.  There should not be a large number of objects in the environment because they can confuse the user.
Limited number of object helps the user to understand the environment.  The developer should construct the environment such a way that the users uniquely identify the object. Their must not be two different object to solve the same purpose.  The environment should deploy the authenticated system and should not be in inappropriate manner like distracting objects etc.
Here are some examples of virtual environment. (Figure 2 : a, b, c). 
IV. Analysis and Results
As mentioned above that for our analysis we have taken the virtual environment of a game published by a social network site. Figure 3a shows the registration process in which user decorates his / her military according to mind state. Figure shows the arrangement of tanks, soldiers and artillery in the registration process. Figure 3b shows the login process in which user recall the process of registration and move the object to the desired state. If user correctly recall the changes of states and move the objects correctly in the same state as in registration process then he/she will be the legitimate user. Figure 3c shows the system after successful login. 
V. Results
The successful authentication result generated by using false acceptance rate (FAR) and false rejection rate (FRR). For our analysis we have taken the group of 20 peoples who are using the same game on social network site. There are different numbers of objects to move and found following results. Here we can see that the EER (Equal Error Rate) is 3.36 when 5 objects were moved. So we can state that the movement of 5 objects is sufficient to authenticate the legitimate user.
We performed another user study with same group of 20 peoples, with different graphical password techniques and the proposed techniques. The results are as follows. 
VI. Conclusion and Future Work
There are many authentication schemes have been developed by utilizing the users physical and mental behavioral attributes. The proposed scheme utilizing both attributes together. The previous schemes are vulnerable to certain attacks also may require additional time and effort to be applicable.
The proposed system solves all the issues related to the past algorithms by utilizing the recalling and recognition ability of human, keeping in mind the disadvantages of these algorithms. Hence this proposed system is user friendly, safe, secure and easy to use that can be applied to all fields. The system proposed by us has a drawback of shoulder surfing attack. A hacker could reveal the password so we suggested that the approach is performed in a secure environment. However, a attacker can see the password in login phase but it is easy in system to change the password and then it may be impossible for any intruder to recall it again and again. This could be a matter of future work.
